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Abstract— Pseudo-random generators are essential in many Having in mind this context, we can now motivate the
fields, especially in cryptography. Scalar linear congruetial  present work. On one hand, it is worth noticing that a great
generators are ones of the most popular but, to enhance the yeq of standard stream ciphers have the same structure and

statistical properties of the sequences, one may resort toeg- v diff th t it d d tor. O
torial (also called combined) and switched linear congruetial only difier on the nature or Its pseudo-random generator. Un

generators. This paper deals with the problem of synchronimg ~ the other hand, since 1993, a lot of methods of encryption
two pseudo-random generators of this type. It is a central involving nonlinear dynamics, in particular chaotic ones,

problem for many encryption schemes, in particular, for the  have been proposed in the literature. There exist many
so-called message-embedding which is the one consideredéhe encryption schemes (see [21] for a survey) but one of the

From a control theory point of view, the synchronization issie t | . lleeh beddi hi
is not trivial because we must cope with the specificity of the most popular one is callethessage-embeddingRoughly

congruential generators, namely the use ofZ-valued matrices SPeaking, it consists in, similar to the standard stream
and modulo operations. The problem is tackled through the ciphers, “mixing” the plaintext with a chaotic sequence.

design of suitable unknown input observers. However, the resulting ciphertext is not directly conveyed
| INTRODUCTION _through the public cha_mnel but it is rei_njected (embe_dded)
in the chaotic dynamics. The recovering of the plaintext
Pseudo-random generators are useful in many differegills for reproducing, at the receiver side, the same ohaoti
kinds of applications such as simulation, samplingsequence. The synchronization mechanism of the two
numerical analysis or cryptography. In particular, theg archaotic sequences is known @saos synchronizatiorSuch
essential in stream cipher-based cryptography [9]. Streagischeme appears as very appealing in terms of robustness
ciphers is an encryption mechanism which consists iggainst potential attacks. Nevertheless, chaotic segsere
“mixing” a sequence of informations calleplaintextwith  aperiodic signals as long as an infinite accuracy encoding
a pseudo-random sequence. The “mixed” sequence, callgdused. In practice, chaotic recursions are unavoidably
ciphertext is then secured and can be conveyed throughehcoded on a finite accuracy machine. It follows that the
public channel. Most popular random number generatoghaotic map does not really produce random signals as
are special case of the so-called (scalimgar congruential it should be expected. The encryption setup is machine
generator ;1 = a% +b (mod m whereme N* is the dependent with quite uncontrollable truncation effects.
modulus X is an integer in the rangel :=[0,m—1],a€ M Recently, in [10] and [11], two powerful mechanisms
is the multiplier andb € M is theincrement The sequence of synchronization, based on unknown input observers,
(X)k>0 is not really random but pseudo-random. Indeechave been proposed for a general class of chaotic systems
the cardinality of the seMl being finite, the congruential including switched linear systems. The purpose of this
sequence will obviously get trapped into a loop, calleghaper is to show how they can be adapted for switched
a cycle of finite period. We expect this period not to beyectorial linear congruential generators. The interess li
too short and the degree of “randomness” of the sequenge the fact that we can then combine a safe encryption
to be high. From this perspective, combination of lineastructure, namely the message-embedding, with the use
congruential generators resulting in vectorial genesatopf a pseudo-random generator having good statistical
(that isx« € M, r > 1) and switched generators have beeproperties and besides, unlike chaotic ones, which exhibit
proposed in the literature. When resorting to them, thgeproducible and controllable behaviors (see [13], [14]).
period of the sequences can be rendered very large apgbm a control theory point of view, the difficulty lies in the
their statistical properties (uniformity, independencaj be fact that we must cope with the specificity that those maps
really improved. involve Z-valued matrices. Besides, for practical reasons,
o . o we are interested in achieving a finite time synchronization
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ated to this rule reads: and Mg are the “mixing” matricesyi € M is the output
conveyed to the receiver through the channel.
X1 = Ag(gXk + b (mod m ) y J

where x, € ZN*1 is the state vectorAq( € 7ZN*Nand From the definition of the encrypting functiaand the
bo( € ZN*! belong respectively to the families of matricesdecrypting functiond, it can be inferred that retrieving
(Aj)1<j<s and (bj)1<j<3, M€ N* is the same modulus Mk at the decryption side requires the recovering uRf

considered for each component of the state vextor which in turn calls for reproducing a chaotic sequefitg
synchronized with(x), that isxg = X« Vk. To this end, for

If e.g. J =2 and bj = 0 Vj, the first terms of the the two types of message-embedded encryption schemes,
sequence (x) read x; = Aixo, X2 = Agxg = ApAix, We propose two respective mechanisms based on some
X3 = Arxo = A1 A2A1X0, etc. suitable switched unknown input observers. The observers

that have been previously proposed respectively in [10] and

Notations: Let M := [0,m— 1], whereme N*. We identify [11] may be good candidates but they must be adapted for
the setM with the abelian groufZ/mZ through the map two reasons. First, the design must cope with the specificity
which, to anyx, in M, associates its class moduba M  Of the maps proposed in the present paper which involves
is a Z-module and for anyAsy) € ZN<N and bow) € MN, congrugntial opgrations and-valued matrices. Secon(_jly,.
Aot X+ bgk is a well-defined element ihIN. Throughout for_o_bwo_us practical reasons, we are interested in aaigevi
the paper, most of the equations are then formulatedth @ finite time synchronization.
so that the expressidimod n) can be omitted. According to
the context, time-varying matrices or vectors will be eithe FOr the encryption of type 1 (see [10]), the decryption
indexed by the discrete timk and so denoted with the involves the following observer-like structure

underscripto(k), or indexed by the current modeand so . R — AgoRe+ Lo (Ve —9i) +b
denoted with the underscript Theith component of a time- (Zapm.c.o) { o Ca(k)“ a(k) Yk = Yk) 1 Do)
invariant vectorv will be denoted byv while, for a time- Yo = %o 5)

varyingi VectonVg (.resp.’ y), it will be denoted by, \yherex: € MN andyi € M (% being an arbitrary point in

(resp. V). Finally, prime " stands for transposéw stands pN). A first important specificity of the problem is that

for the identity matrix. .1 andyi are well defined provided that the observer gain
Il. ENCRYPTION SETUP Lo is Z—valued.

At each discrete timé&, a symbolm, € M (the plaintext)
of a sequence(my)k>o is first encrypted by a (highly
nonlinear) encrypting functioe which “mixes” my and x
and produces a ciphertexi = e(Xc, my). In this context, Rir1 (Po(k)Ao—(k) _Lo(k)co_(k));(kJr

iA,b,B,C,cr)

For the encryption of type 2 (see [11]), the decryption
involves the following observer-like structure

the sequencex,) acts as a so-called running key. Then,( Ea(k) k+ Qo Yir1 + Pogobok
the ciphertextuy is embedded in the dynamics exhibited % =CopR

by the map (2). To the functiore must correspond a (6)
decrypting functiond such that mq = d(ue,X). TWO  with Py = In — QuCork) and wherex € MN, i € M.
different embeddings are considered. (%o being an arbitrary point i?N). In that casexc.1 and
_ Yk are well defined provided thdt; ), Qg (and hence
The encryption of type 1 obeys Ps() areZ—valued.
(Zapmc,o) { ey i Ao X Mattg ) + Doy Setting &« = X« — Xk, when subtracting (5) from (3) we
S Yk = Co(ig (% + Mg i U) 3) obtain that the error dynamics for the type 1 reads
and corresponds to an embedding of the ciphertext in bot 1 = (A ) — Lo Coi)& + (Aa(k) — LaCok))Ma k) Uk
the dynamics and the output. @)
For the type 2, when subtracting (6) from (4), it can be
The encryption of type 2 obeys easily shown that, under the necessary restridign, = C,

a constant matrix for alk, the error reads

(Sabsc.o) X1 = Ag(i X+ bo(k) + Bok) Uk @)
bBC,0 Yk = CoiX &1 = (PoAok) — Lok Cok))& + PooBao Uk (8)
and corresponds to an embedding of the ciphertext in tligecause of this restriction, throughout the paRiy) will
dynamic only. be systematically replaced I&/for the encryption of type 2.

Aa(k) € ZN*N, bcr(k) € MN, Ba(k) € ZN*1, Co(k) e 7N,

Mgk € ZN*1 are matrices belonging to the respective Before turning to the design of the observers, some
families (Aj)i<j<i, (bj)1<j<i. (Bj)i<j<i, (Cj)1i<j<s, and definitions and preliminary results are first provided.
(Mj)1<j<s. 0 is the switching signal as defined in (By



I1l. DEFINITIONS AND PRELIMINARY RESULTS For this choice ofL, xa_c(A) = AN and (A—LC)N =0,

A. Definitions according to Cayley-Hamilton theorem. [ |

This proposition amounts to state that, fivalued time

invariant matrices, guaranteeing asymptotic stabiligqgaiv-
alent to guarantee finite time stability.

Definition 1: A pair (A’,C’) is said to be in @ompanion
canonical formif it takes the form

—agN-1 1. 0 .- O
—aN2 0 1 .- 0 C. Stability in the time-variant case
A = : A 9) Consider the switched system:
1
:Zo 8 8 é Vi1 = (Aot — Lo Coi) Vi (12)
Cb:( 10 00) (10) The following result provides a sufficient condition

guaranteeing that the state vecigre MN reaches zero in

It is well known that the characteristic polynomial&freads o
a finite time.

XpA)=AN 4 aN-1AN=1 oy g2A + a0

Definition 2: Two pairs (A,C) and (A’,C") in ZN*N x
7PN are said to besimilar overZ if there exists a matrix
T € ZNN with detT = +1 (henceT 1 € ZN*N too) such
that

Lemma l:Let .#,...,.4y be N nilpotent matrices in
CN*N_ Assume that the Lie algebra spanned by these matri-
ces is resoluble. Them1 A45--- 4y = 0.

A—TINT C—CT Proof. Let Lie(41,...,.4N) denote the Lie algebra spanned
’ ' by the matrices41,...,.4. Since Lig€A1,...,44) is res-
B. Stability in the time-invariant case oluble, we infer from Lie theorem (see e.g. [18, Theorem

Proposition 1: Let A € ZN*N and C € Z™N, two time-  3.7.3]) that there exists an invertible matiixc CN*N such
invariant matrices. Assume th@A,C) is similar overZ that each matrix 4} = T-14T is upper triangular with
to a pair (A’,C’) in a companion canonical form (the first zeros on the diagonal. Now, a straightforward computation
column of A’ reads(—aN=t ... —a%)’). Then there exists shows that4;'--- .4 =0. [

a unique matrixL € ZN*1 such that the matrixA — LC Remark 1:This lemma states a central result when
is Hurwitz (i.e. the spectrum ofA— LC lies in the set recalling that the product dfl nilpotent matrices inrCN*N
{zeC; |7 <1}).L=T I with L = (—aN-1 ... —a®’. may fail to be nilpotent without any additional assumption.

Furthermore(A—LC)N = 0. . 01 00y (10
(For instance, 0 0 10 = 0 0 )

Proof. Write A=T~AT, C=C'T, with (A’,C’) as in However, it is 0 when the matrices commute pairwise.
(9) andT € ZN*N with detT = +1. For any given matrix

L e ZN*! we define the matrik’ = (IN-1... 19) by L’ = TL. Remark 2:Relaxing the finite time convergence and
Then,A,LC:T—l(ALchb)T with checking for asymptotical convergence requires resorting
N—1 IN-1 to some specific stability conditions. Some conditions of

e, 0 0 first import based on the notion of polyquadrati

N2 N2 0 1 .0 irst importance are based on the notion of polyquadratic

stability introduced in [2]. They state necessary and
N-LC=|: T sufficient conditions of the existence of Parameter
% R 0 0 Dependent Lyapunov Functions called Polyquadratic
_a%_|0 00 Lyapunov Functions, in the context of linear parameter

- . _ varying systems (LPV) which include piecewise linear
lts characteristic polynomial reags, e (A)= systems. The conditions are stated in the following Theorem
AN (@ NN (@ 1A+ (a0 410).

If L is such thatA— LC is Hurwitz, thenA? — L"C? —T(A- Theorem 1:[3] The system (12) is poly-quadratically
LC)T-L is Hurwitz too, hence we may writga_1c(A) = stable if and only if there exist definite positive matrices
X1 (A) = APX(A), ;/vherep € {0,....N} and_x e Z[A] R and matricess; such that, for all(i, j), the following set
th’Litg rootshy, ..., An_p in the set{72€, C: 0< |z < 1}. of Linear Matrix Inequalities is fulfilled :
Assume thap <N, and denote byl the constahln}pcoeﬁicient P (A —LiG)'Gl
of x. Thend # 0 (sincex (0) # 0), and|d| = [],Z;" Al < 1, Gi(A—LC) G +G P
which is impossible, fod € Z. Thereforep=N andl) =
—a! foranyj €{0,...,N—1} (hencel’ andL are unique).
On the other hand

o ---

>0 (13)
As a result, lim_. vk = 0.

Theorem 1 holds for any switched system, but it is worth

8 é (1) 8 highlighting the specificity of the case when the matrices ar
Z-valued. The feasibility of the LMI's is equivalent to the
A-LC=|: (11)  existence of of a Parameter Dependent Lyapunov Function
0 0O 1 decreasing along the trajectories of (12). In particulse,get
0 0O 0 of LMI's must be fulfilled fori = j which corresponds to the



situation wheno(k+ 1) = g(k). Hence, it is necessary thatlonger depend ony and for anyp > 0 and anyj € {1,...,J},
each independent linear system associated to the dynamitakgrating (7) yieldsejpy =

matrix Aj —L;C; be stable. That amounts to consider the =~ p
time-invariant case, and yet, fd-valued matrices, from (A *LJCJ)"'(A1*L1C1>{(A’*LJCJ)"'(AlleCl)}(f%')
Proposition 1, it can be inferred that there exists a unique, _ . el _

gainL;j such thatA; — L;C;j is stable andAj —L;Cj)N =0. with, from 1) and 2)A; —LCj =TS A'G)T.

This condition is not sufficient for a finite time convergencé\low' let 7 denote the set of upper triangular complex ma-

of (12) as previously mentioned. However, Theorem 1 coul ices. Itis well-known thaﬁ_is ziresolgble Lie algebra (see
be a useful alternative if Lemma 1 is not fulfilled. Indeed, 8, b 201)). AS_ ea(ih matrlsi-‘ S is ui)per trl_angul_ar,
Theorem 1 is less restrictive than Lemma 1 by noticind€ Lie algebra LieS; N SL,S TN S, Gy A'S)isalie
that resoluble implies that there exist a quadratic Lyapunc>uPalgebra of7, hence it is resoluble.

function which stabilizes the system. And yet, quadratiaLy 1he same property holds true for & —L1Cy,...,As —

—T-1p 1 1 1
punov functions are special case of Polyquadratic Lyapuné\ﬁCJ)—T l'—'e(q NE,S NS, §TAG)T. It fol-
functions. lows then from Lemma 1 thag = 0 for all k > N.

On the other hand, according to (3),
IV. SYNCHRONIZATION AND INFORMATION RECOVERING Yic = Cor g (% + Mot Uk) = Cor (kg€ + Cor (iR + Cort Mot U
A. Encryption of type 1 hence

As mentioned before, for practical reasons, it should also o o
' ' Uk =Yk —Cs0X =C uc=ux Vk>N.
be expected that the synchronization of (3) and (5) might ko= Y™ Loll ke = Lofl Gt U= Ue -

be achieved in a finite time and regardless of the initial |
condition Xy of (5). To this end, the following theorem Remark 3:The choiceS; =1y in 2) for all j corresponds
provides some sufficient conditions. to the case when the matric&s are identical and equal to

T. For this choice, the result is obvious.

Theorem 2:Let us consider (3) and (5). Assume that th

following conditions are fulfilled for eacy=1,...,J: eB Encryption of type 2

For the encryption of type 2, it is recalled that the
restriction Cy() = C is required. Likewise, for practical
reasons, it should also be expected that the synchronizatio
of (4) and (6) might be achieved in a finite time and
regardless of the initial conditioxy of (6).

1) the pair(A;,C;j) is similar overZ to a pair(A?,C’) in
a companion canonical form through € ZN*N with
detTj =+1;

2) the matrixT; may be written in the fornT; = §;T with
S; being upper triangular of determinatl, T being
any square matrix iZN*N with det T = +1;

3) the matrixM; € ZN*! is such tha; :ijlM’ with To this end, the following theorem provides some

sufficient conditions.

b /.
M* = (10,0} (14) Theorem 3:Let us consider (4) and (6). Assume that the
4) the matrixLj € ZN<1 is such that j = Tj—lL} with following conditions are fulfilled for eachh=1,...,J:
1) the pair(A;,C) is similar overZ to a pair(Aj,Cb) in
L = (ot —af). (15) a companion canonical form through € ZN*N with
detTJ- =41;
Then the error (7) fulfillsa = 0 for k>N and for anyxp in - 2) the matrixT; may be written in the fornT; = S;T with
(5). Furthermoreyy:= yx — Cy(k)Xk = Uk for k> N. Sj being upper triangular of determinastl, T being
Proof. On one hand, if 1) and 4) are fulfilled, a simple any square matrix iZN*N with det T = +1;
computation leads to 3) the matricesQ; € ZN*! and B; € ZN*! are such that

j =T 'Q andBj =T, 'B’ with
A —LiC =T HA - LiC) Ty =T724T;  (16) Q=T b

= B=(10...0) 18
with Q ( ) (18)

010 - 0 4) the matrixL; € ZN*? is such that j = T, 'L} with

0 01 0
N-2 0y/
=1 : L = (0-a“... —af). (19)
000 .- 1 Then the error (8) fulfillsex = 0 for k > N and for anyxg
000 ---0 in (6). Furthermoreyy:= Yk ;1 — CAg(k) % — Cby ) = Uk for
k> N.

A is clearly a nilpotent, upper triangular matrix. Proof. On one hand, sinc® = 1y — Q;C, it follows

Moreover, from 1) and 3)(Aj —L;Cj)M; =T, *.#'M! and  thatP;Bj = B; — Q;CB; and taking into account 1J;B;j =

A'Mj =0. As a result(Aj — LjCj)Mj =0 and (7) does no Tj‘l(B’ — QCP’). In view of 3), it is easy to see that



QC’B’ = B’ which inducesP;Bj = 0. Besides, definin® B = (1bN2 ... b°%)" andL} = (IN" ... 19) yields

asP’ = 1y — Q’C’, from 4) one has

J J

PA —LIC =
PA —LC=T Y(PA-L"CT| =T 2T, (20)
17 J i J J J i J 7”\‘71 0 o ... 0
with bN—ZaJ.’\‘*l_aJ!\‘*Z_|J!\'*2 _pN-2 g 0
000 0 :
0 01 @ S A
T ; b0aN-1_ 010 P 0 --- 0
000 .- 1 j 1 23)
000 0 And yet, renderingP’A? —L:C’ nilpotent is equivalent

</ is a nilpotent, upper triangular matrix.

to ensure thatxp, :o(A) = AN. From (23), the

Then, (8) does no longer depend upand for anyp >0 characteristic  polynomial — being Xpx oo (A) =
and anyj € {1,...,J}, integrating (8) yields (A + IJ!\‘*l)(/\ N-1 4 pN=2AN-2 1 ... 4 plA + b?), that

€1pl = (PjAj—LjC)---(PlAl—L]_C)

imposes|N™* = 0 andb' = 0 for i = 0,...,N—2 which
gives B’. The roots of AN-1 4+ pN-2AN=-2 1 ... 4 pIA 4 °

{(PAI—LiC)--- (PLAL— LiC)}Peo. (21)  correspond to theN — 1 invariant zeros of the system.

with PjA; —LjC = T~}(S /ST when considering 2).
Let .7 denote again the set of all the upper triangular com-
plex matrices. As each matrisj‘ldsj is upper triangular,

P’A? —LiC’ turns into an upper triangular matrix if, besides,
|l = —al fori=0,...,N—2 which givesL}.

Remark 7:The fact thatSTl,Q%Sj is an upper triangular

; . P 1 1 1
the Lie algebra7” := Lie(S; "9/ S1,S," /S, ....$"9S)  matrix for eachj is a sufficient condition for the Lie subal-
is a Lie subalgebra of7, hence it is resoluble. The gepra 77 to be resoluble, which, combined to the nilpotence
same property holds true for L&A — LiC,...PsAT —  property, guarantees a global finite time convergence.

LiC) = T Lie(S;1 7S, 'S, ..., St/ ) T. It follows
then from Lemma 1 thag = 0 for all k > N. On the other

V. NUMERICAL SIMULATIONS

hand, noticing thaCBy) = C’B’ = 1, premultiplying the Hereby, a numerical simulation is conducted to illustrate

dynamics of (4) byC gives: the message-embedded encryption of type 2 and its cor-
responding decryption mechanism. The design of such an
Uk = Yit+1 — CAg ()X — Cbg i (22)  encryption scheme may obey the following procedure. First,
we choose a switching rule for the systéftapgc . FOr
Hence, this example, we define the switching as a periodic function
L o 0:N—{1,2} (J=2) for whicha(k) =1 if k is even and
O = Y1~ CAg(gR— Cboyig a(k) =2 if kis odd. We set arbitrarilpg to O for all k.
- SA"(VKLQ:FNW“_CA"(@X"_Cb‘7<k> Secondly, we must choose matrices which fulfill the points
= U >

1) to 4) of Theorem 3. To this end, we choose two pairs

- (A?,C’) in companion canonical form:

Remark 4:1f a:=C’B’ # 1, we obtain instead of (22) -1 1 00 1 1.0 0
7 010 b -2 010
alk = Ykr1 — CAgiXk — Chgk)- A=l 3001 % | 3 001
Co -4 0 0 O 5 00O
Clearly, the mapi € Z/mZ — au € Z/mZ is bijective if and
only if (a,m) =1 (i.e. the integers and m are relatively and ,
prime). Therefore, the conditio®’B’ = 1 might be relaxed C=(1000
in (C’B’,m) = 1. Then, we choose two upper triangular matri€sS, and a
Remark 5:Assume for simplicity thatC’B” = 1. Then matrix T whose determinants arel.
the conditionB’ = Q’ of 3) is needed for the convergence. 1 0 0 0 1 0 0 0
Indeed, the convergence can be guaranteed only if the term 0 -1 3 1 0 -1 -4 1
involving ux in (8) vanishes, so that the error equation S1 = o 0 1 -2 |’ S = o0 1 2
becomes independent fromy. That requiresP;B; = 0 for 0 0 0 1 0o 0 o0 1
eachj (j=1,...,J), i.e. PB’* = 0 or equivalentlyB’ =
chbBy — Qb_ and 1 0 0 0
Remark 6:The conditionsB’ = (1 0 ... 0)" and L} = 0 11 1 1
(0 —a]2... —af)’ are needed foP;A; — L iC to be similar =101 5 2
to a nilpotent upper triangular matrix. Indeed, writig = 0O 1 -2 1



They define two similarity transformatiofig and T, fulfill-
ing Ty =5T andT, = ST. Then, the matriced;’s (j =1,2)
can be computed.

VI. CONCLUDING REMARKS

This paper has been concerned with the synchronization
issue of congruential generators in a cryptographic cantex
The interest of the results lies in that they allow to combine
a safe encryption structure, namely the message-embedding
with the use of a pseudo-random generator having good sta-

tistical properties and without machine dependent behgwvio

From a control theory point of view, the interest lies in that

by now, few results have been stated for dynamical systems

involving Z-valued matrices. Let us notice that the results

-1 -7 12 -6
_ 17 1 -9 4
AL=T AT = -70 -2 25 -11
~161 -5 59 -26

and
1 -14 -23 8
1 21 10 13 -7
Po =T, AT, = 60 31 -41 22
~136 72 -95 51

and the matrixC =C’T; =C’T, = (1 00 0. It is recalled that

for the encryption of type 2, the output matrix must be the[y]
same whatevey is. As a result, the pairgA;,C) are similar
over Z to the pairs(Aﬁ,Cb) in companion canonical form. 2l
Finally, the matrice®j, Q; (henceP;), andL; are computed
according to the points 3) and 4) of Theorem 3. They readd]
Bi1=B;=0Q:1=Q,=(1000',L;=(017 —70 —167),

L, = (021 —60 —136)'. The design is now complete and a [4]
numerical simulation for the encryption/decryption setap

be conducted. The information to be masked is a sequen(%
of integers ranging from 0 to 255 and corresponding for
instance to ASCIl characters, pixels in a video, samples’]
of an acoustic signal, .... The data are embedded into th
dynamics o5, g ¢ o according to (3) through an encryption [9]
function e which consists in a permutation of the digits of
my (the rule is not detailed here) depending on the curreft”
value of x. Results are reported on Fig 1. The original
informationmy is depicted on Fig 1A, while the recovered
informationny is depicted on Fig 1B. After a finite transient [**
time corresponding tdN = 4, namely the dimension of the
system, the information is successfully retrieved, whish il12]
consistent with the theoretical results. [13]

]

250F B [14]
[15]

[16]

(17]

(18]

[19]
[20]

[21]

Fig. 1. A :informationmy vs k. B : recovered informatiomy vs k.

still hold for a modulusm = 2, i.e. for binary sequences.
Assessing the security of such an encryption scheme will
certainly deserve special attention but it is out of the scop
of the present note.

REFERENCES

J. Banks, G. Cairns, G. Davis, P. Stac&n Devaney's definition of
chaos Am. Math. Monthly 99 4 (1992) 332-334.

J. Daafouz and J. Bernussou. Parameter dependent ly@unctions
for discrete time systems with time varying parametric utateties.
Systems and Control Letterd3:355-359, 2001.

J. Daafouz, G. Millerioux, and C. lung. A poly-quadratitability
based approach for switched systeingernational Journal of Contrgl
75:1302-1310, November 2002.

R. L. Devaney, An introduction to chaotic dynamical yss, 2nd ed.,
Addison Wesley Publishing Company, Reading, MA, 1989.

W. H. Greub, Linear Algebra, third edition, Springer, rBe 1967.

A. Katok and B. Hasselblatt, Introduction to the modehedry of
dynamical systems, Cambridge University Press.

L. Kuipers and H. Niederreiter, Uniform distribution afequences,
John Wiley & Sons, 1974.

R. Manég, Ergodic Theory and Differentiable DynamicgriSger.

A. J. Menezes, P. C. Oorschot, and S. A. Vanstomtandbook of
Applied Cryptography CRC Press, October 1996.

G. Millerioux and J. Daafouz. An observer-based apgnofor input
independent global chaos synchronization of discrete-tswitched
systemslEEE Trans. Circuits. Syst. I: Fundamental Theo. Apalges
1270-1279, October 2003.

G. Millerioux and J. Daafouz. Input independent chagschro-
nization of switched systemsIEEE Trans. on Automatic Control
49(7):1182 — 1187, July 2004.

G. Rauzy, Propriétés statistigues de suites aetiqués, Presses
Universitaires de France, Paris, 1976.

L. Rosier, G. Millerioux, G. BlochChaos synchronization on the N-
torus and cryptographyC.R.A.S. Méc., N.332, pp 969-972, 2005
L. Rosier, G. Millerioux, and G. Bloch. Synchronizati of chaos for
a class of dynamical systems on tNe-torus (in preparation).

R. Schmitz,Use of chaotic dynamical systems in cryptograplournal
of the Franklin Institute338 (2001) 429-441.

E. D. Sontag, Mathematical Control Theory - DeterntinisFinite
Dimensional Systems, 2nd ed., Texts Appl. Mah.Springer, New
York, 1998.

M. A. van Wyk and W.-H. SteebChaos in Electronics series
Mathematical Modelling: Theory and Applications, Vol. 2Juder
Academic Publishers, Dordrecht, The Netherlands, 1997.

V. S. VaradarajanLie groups, Lie algebras, and their representations
volume 102 ofGraduate Texts in MathematicSpringer-Verlag, New
York, 1984. Reprint of the 1974 edition.

E. Vesentini,An introduction to topological dynamics in dimension 1
Rend. Sem. Mat. Univ. Pol. Torin®5, No. 4 (1997).

P. Walters, An Introduction to Ergodic Theory, Springé&erlag, New
York, 1975.

T. Yang. A survey of chaotic secure communication sys-
tems. Int. J. of Computational Cognitign2004. (available at
http://ww. YangSky. coni yangi j cc. ht m.



