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Abstract— Pseudo-random generators are essential in many
fields, especially in cryptography. Scalar linear congruential
generators are ones of the most popular but, to enhance the
statistical properties of the sequences, one may resort to vec-
torial (also called combined) and switched linear congruential
generators. This paper deals with the problem of synchronizing
two pseudo-random generators of this type. It is a central
problem for many encryption schemes, in particular, for the
so-called message-embedding which is the one considered here.
From a control theory point of view, the synchronization issue
is not trivial because we must cope with the specificity of the
congruential generators, namely the use ofZ-valued matrices
and modulo operations. The problem is tackled through the
design of suitable unknown input observers.

I. INTRODUCTION

Pseudo-random generators are useful in many different
kinds of applications such as simulation, sampling,
numerical analysis or cryptography. In particular, they are
essential in stream cipher-based cryptography [9]. Stream
ciphers is an encryption mechanism which consists in
“mixing” a sequence of informations calledplaintext with
a pseudo-random sequence. The “mixed” sequence, called
ciphertext, is then secured and can be conveyed through a
public channel. Most popular random number generators
are special case of the so-called (scalar)linear congruential
generator xk+1 = axk + b (mod m) where m ∈ N∗ is the
modulus, xk is an integer in the rangeM := [0,m−1], a∈ M

is the multiplier and b∈ M is the increment. The sequence
(xk)k≥0 is not really random but pseudo-random. Indeed,
the cardinality of the setM being finite, the congruential
sequence will obviously get trapped into a loop, called
a cycle, of finite period. We expect this period not to be
too short and the degree of “randomness” of the sequence
to be high. From this perspective, combination of linear
congruential generators resulting in vectorial generators
(that is xk ∈ Mr , r > 1) and switched generators have been
proposed in the literature. When resorting to them, the
period of the sequences can be rendered very large and
their statistical properties (uniformity, independence)can be
really improved.
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Having in mind this context, we can now motivate the
present work. On one hand, it is worth noticing that a great
deal of standard stream ciphers have the same structure and
only differ on the nature of its pseudo-random generator. On
the other hand, since 1993, a lot of methods of encryption
involving nonlinear dynamics, in particular chaotic ones,
have been proposed in the literature. There exist many
encryption schemes (see [21] for a survey) but one of the
most popular one is calledmessage-embedding. Roughly
speaking, it consists in, similar to the standard stream
ciphers, “mixing” the plaintext with a chaotic sequence.
However, the resulting ciphertext is not directly conveyed
through the public channel but it is reinjected (embedded)
in the chaotic dynamics. The recovering of the plaintext
calls for reproducing, at the receiver side, the same chaotic
sequence. The synchronization mechanism of the two
chaotic sequences is known aschaos synchronization. Such
a scheme appears as very appealing in terms of robustness
against potential attacks. Nevertheless, chaotic sequences are
aperiodic signals as long as an infinite accuracy encoding
is used. In practice, chaotic recursions are unavoidably
encoded on a finite accuracy machine. It follows that the
chaotic map does not really produce random signals as
it should be expected. The encryption setup is machine
dependent with quite uncontrollable truncation effects.
Recently, in [10] and [11], two powerful mechanisms
of synchronization, based on unknown input observers,
have been proposed for a general class of chaotic systems
including switched linear systems. The purpose of this
paper is to show how they can be adapted for switched
vectorial linear congruential generators. The interest lies
in the fact that we can then combine a safe encryption
structure, namely the message-embedding, with the use
of a pseudo-random generator having good statistical
properties and besides, unlike chaotic ones, which exhibits
reproducible and controllable behaviors (see [13], [14]).
From a control theory point of view, the difficulty lies in the
fact that we must cope with the specificity that those maps
involve Z-valued matrices. Besides, for practical reasons,
we are interested in achieving a finite time synchronization.

Switched linear congruential generators under study here
involve a switching rule denotedσ and defined as:

σ( j + pJ) = j +1 ∀ j ∈ {0, ...,J−1}, ∀p≥ 0. (1)

The vectorial switched linear congruential generator associ-



ated to this rule reads:

xk+1 = Aσ(k)xk +bσ(k) (mod m) (2)

where xk ∈ ZN×1 is the state vector,Aσ(k) ∈ ZN×N and
bσ(k) ∈ ZN×1 belong respectively to the families of matrices
(A j)1≤ j≤J and (b j)1≤ j≤J, m ∈ N

∗ is the same modulus
considered for each component of the state vectorxk.

If e.g. J = 2 and b j = 0 ∀ j, the first terms of the
sequence (xk) read x1 = A1x0, x2 = A2x1 = A2A1x0,
x3 = A1x2 = A1A2A1x0, etc.

Notations: Let M := [0,m−1], wherem∈N∗. We identify
the setM with the abelian groupZ/mZ through the map
which, to anyxk in M, associates its class modulom. M

is a Z-module and for anyAσ(k) ∈ ZN×N and bσ(k) ∈ MN,
Aσ(k)xk+bσ(k) is a well-defined element inMN. Throughout
the paper, most of the equations are then formulated inM

N

so that the expression(mod m) can be omitted. According to
the context, time-varying matrices or vectors will be either
indexed by the discrete timek and so denoted with the
underscriptσ(k), or indexed by the current modej and so
denoted with the underscriptj. The ith component of a time-
invariant vectorv will be denoted byvi while, for a time-
varying vectorvσ(k) (resp. vj), it will be denoted byvi

σ(k)

(resp. vij ). Finally, prime ’ stands for transpose.1N stands
for the identity matrix.

II. ENCRYPTION SETUP

At each discrete timek, a symbolmk ∈ M (the plaintext)
of a sequence(mk)k≥0 is first encrypted by a (highly
nonlinear) encrypting functione which “mixes” mk and xk

and produces a ciphertextuk = e(xk,mk). In this context,
the sequence(xk) acts as a so-called running key. Then,
the ciphertextuk is embedded in the dynamics exhibited
by the map (2). To the functione must correspond a
decrypting function d such that mk = d(uk,xk). Two
different embeddings are considered.

The encryption of type 1 obeys

(ΣA,b,M,C,σ )

{

xk+1 = Aσ(k)(xk +Mσ(k)uk)+bσ(k)

yk = Cσ(k)(xk +Mσ(k)uk)
(3)

and corresponds to an embedding of the ciphertext in both
the dynamics and the output.

The encryption of type 2 obeys

(ΣA,b,B,C,σ )

{

xk+1 = Aσ(k)xk +bσ(k) +Bσ(k)uk

yk = Cσ(k)xk
(4)

and corresponds to an embedding of the ciphertext in the
dynamic only.
Aσ(k) ∈ ZN×N, bσ(k) ∈ MN, Bσ(k) ∈ ZN×1, Cσ(k) ∈ Z1×N,
Mσ(k) ∈ ZN×1 are matrices belonging to the respective
families (A j)1≤ j≤J, (b j)1≤ j≤J, (B j)1≤ j≤J, (Cj)1≤ j≤J, and
(M j)1≤ j≤J. σ is the switching signal as defined in (1).Bσ(k)

and Mσ(k) are the “mixing” matrices.yk ∈ M is the output
conveyed to the receiver through the channel.

From the definition of the encrypting functione and the
decrypting functiond, it can be inferred that retrieving
mk at the decryption side requires the recovering ofuk,
which in turn calls for reproducing a chaotic sequence(x̂k)
synchronized with(xk), that is x̂k = xk ∀k. To this end, for
the two types of message-embedded encryption schemes,
we propose two respective mechanisms based on some
suitable switched unknown input observers. The observers
that have been previously proposed respectively in [10] and
[11] may be good candidates but they must be adapted for
two reasons. First, the design must cope with the specificity
of the maps proposed in the present paper which involves
congruential operations andZ-valued matrices. Secondly,
for obvious practical reasons, we are interested in achieving
a finite time synchronization.

For the encryption of type 1 (see [10]), the decryption
involves the following observer-like structure

(Σ̂A,b,M,C,σ )

{

x̂k+1 = Aσ(k)x̂k +Lσ(k)(yk− ŷk)+bσ(k)

ŷk = Cσ(k)x̂k
(5)

where x̂k ∈ MN and ŷk ∈ M (x̂0 being an arbitrary point in
MN). A first important specificity of the problem is that
x̂k+1 and ŷk are well defined provided that the observer gain
Lσ(k) is Z−valued.

For the encryption of type 2 (see [11]), the decryption
involves the following observer-like structure

(Σ̂A,b,B,C,σ )







x̂k+1 = (Pσ(k)Aσ(k)−Lσ(k)Cσ(k))x̂k+
Lσ(k)yk +Qσ(k)yk+1 +Pσ(k)bσ(k)

ŷk = Cσ(k)x̂k
(6)

with Pσ(k) = 1N −Qσ(k)Cσ(k) and where ˆxk ∈ M
N, ŷk ∈ M.

(x̂0 being an arbitrary point inMN). In that case, ˆxk+1 and
ŷk are well defined provided thatLσ(k), Qσ(k) (and hence
Pσ(k)) areZ−valued.

Setting ek = xk − x̂k, when subtracting (5) from (3) we
obtain that the error dynamics for the type 1 reads

ek+1 = (Aσ(k)−Lσ(k)Cσ(k))ek +(Aσ(k)−Lσ(k)Cσ(k))Mσ(k)uk

(7)
For the type 2, when subtracting (6) from (4), it can be
easily shown that, under the necessary restrictionCσ(k) = C,
a constant matrix for allk, the error reads

ek+1 = (Pσ(k)Aσ(k)−Lσ(k)Cσ(k))ek +Pσ(k)Bσ(k)uk (8)

Because of this restriction, throughout the paper,Cσ(k) will
be systematically replaced byC for the encryption of type 2.

Before turning to the design of the observers, some
definitions and preliminary results are first provided.



III. D EFINITIONS AND PRELIMINARY RESULTS

A. Definitions

Definition 1: A pair (A[,C[) is said to be in acompanion
canonical formif it takes the form

A[ =















−αN−1 1 0 · · · 0
−αN−2 0 1 · · · 0
...

...
...

. . .
...

−α1 0 0 · · · 1
−α0 0 0 · · · 0















, (9)

C[ =
(

1 0 · · · 0 0
)

· (10)
It is well known that the characteristic polynomial ofA[ reads
χA[(λ ) = λ N + αN−1λ N−1 + · · ·+ α1λ + α0.

Definition 2: Two pairs (A,C) and (A[,C[) in Z
N×N ×

Z1×N are said to besimilar over Z if there exists a matrix
T ∈ ZN×N with det T = ±1 (henceT−1 ∈ ZN×N too) such
that

A = T−1A[T, C = C[T.

B. Stability in the time-invariant case

Proposition 1: Let A ∈ ZN×N and C ∈ Z1×N, two time-
invariant matrices. Assume that(A,C) is similar over Z

to a pair (A[,C[) in a companion canonical form (the first
column ofA[ reads(−αN−1 . . . −α0)′). Then there exists
a unique matrixL ∈ ZN×1 such that the matrixA− LC
is Hurwitz (i.e. the spectrum ofA− LC lies in the set
{z∈ C; |z| < 1}). L = T−1L[ with L[ = (−αN−1 . . . −α0)′.
Furthermore,(A−LC)N = 0.

Proof. Write A = T−1A[T, C = C[T, with (A[,C[) as in
(9) andT ∈ ZN×N with det T = ±1. For any given matrix
L∈ZN×1 we define the matrixL[ = (lN−1 · · · l0)′ by L[ = TL.
Then,A−LC = T−1(A[−L[C[)T with

A[−L[C[ =















−αN−1− lN−1 1 0 · · · 0
−αN−2− lN−2 0 1 · · · 0
...

...
...

. . .
...

−α1− l1 0 0 · · · 1
−α0− l0 0 0 · · · 0















,

Its characteristic polynomial readsχA[−L[C[(λ )=

λ N +(αN−1 + lN−1)λ N−1 + · · ·+(α1 + l1)λ +(α0 + l0).

If L is such thatA−LC is Hurwitz, thenA[−L[C[ = T(A−
LC)T−1 is Hurwitz too, hence we may writeχA−LC(λ ) =
χA[−L[C[(λ ) = λ pχ(λ ), where p ∈ {0, ...,N} and χ ∈ Z[λ ]
has its rootsλ1, ...,λN−p in the set{z∈ C; 0 < |z| < 1}.
Assume thatp< N, and denote byd the constant coefficient
of χ . Thend 6= 0 (sinceχ(0) 6= 0), and|d|= ∏N−p

i=1 |λi |< 1,
which is impossible, ford ∈ Z. Thereforep = N and l j =
−α j for any j ∈ {0, ...,N−1} (henceL[ andL are unique).
On the other hand

A[−L[C[ =















0 1 0 · · · 0
0 0 1 · · · 0
...

...
...

. . .
...

0 0 0 · · · 1
0 0 0 · · · 0















· (11)

For this choice ofL, χA−LC(λ ) = λ N and (A− LC)N = 0,
according to Cayley-Hamilton theorem.

This proposition amounts to state that, forZ-valued time
invariant matrices, guaranteeing asymptotic stability isequiv-
alent to guarantee finite time stability.

C. Stability in the time-variant case

Consider the switched system:

νk+1 = (Aσ(k)−Lσ(k)Cσ(k))νk (12)

The following result provides a sufficient condition
guaranteeing that the state vectorνk ∈ MN reaches zero in
a finite time.

Lemma 1:Let N1, ...,NN be N nilpotent matrices in
CN×N. Assume that the Lie algebra spanned by these matri-
ces is resoluble. ThenN1N2 · · ·NN = 0.
Proof. Let Lie(N1, ...,NN) denote the Lie algebra spanned
by the matricesN1, ...,NN. Since Lie(N1, ...,NN) is res-
oluble, we infer from Lie theorem (see e.g. [18, Theorem
3.7.3]) that there exists an invertible matrixT ∈ CN×N such
that each matrixN ′

j := T−1N jT is upper triangular with
zeros on the diagonal. Now, a straightforward computation
shows thatN ′

1 · · ·N ′
N = 0.

Remark 1:This lemma states a central result when
recalling that the product ofN nilpotent matrices inCN×N

may fail to be nilpotent without any additional assumption.

(For instance,

(

0 1
0 0

) (

0 0
1 0

)

=

(

1 0
0 0

)

.)

However, it is 0 when the matrices commute pairwise.

Remark 2:Relaxing the finite time convergence and
checking for asymptotical convergence requires resorting
to some specific stability conditions. Some conditions of
first importance are based on the notion of polyquadratic
stability introduced in [2]. They state necessary and
sufficient conditions of the existence of Parameter
Dependent Lyapunov Functions called Polyquadratic
Lyapunov Functions, in the context of linear parameter
varying systems (LPV) which include piecewise linear
systems. The conditions are stated in the following Theorem.

Theorem 1:[3] The system (12) is poly-quadratically
stable if and only if there exist definite positive matrices
Pi and matricesGi such that, for all(i, j), the following set
of Linear Matrix Inequalities is fulfilled :

[

Pi (Ai −LiCi)
′G′

i
Gi(Ai −LiCi) Gi +G′

i −Pj

]

> 0 (13)

As a result, limk→∞ νk = 0.

Theorem 1 holds for any switched system, but it is worth
highlighting the specificity of the case when the matrices are
Z-valued. The feasibility of the LMI’s is equivalent to the
existence of of a Parameter Dependent Lyapunov Function
decreasing along the trajectories of (12). In particular, the set
of LMI’s must be fulfilled for i = j which corresponds to the



situation whenσ(k+1) = σ(k). Hence, it is necessary that
each independent linear system associated to the dynamical
matrix A j − L jCj be stable. That amounts to consider the
time-invariant case, and yet, forZ-valued matrices, from
Proposition 1, it can be inferred that there exists a unique
gain L j such thatA j −L jCj is stable and(A j −L jCj)

N = 0.
This condition is not sufficient for a finite time convergence
of (12) as previously mentioned. However, Theorem 1 could
be a useful alternative if Lemma 1 is not fulfilled. Indeed,
Theorem 1 is less restrictive than Lemma 1 by noticing
that resoluble implies that there exist a quadratic Lyapunov
function which stabilizes the system. And yet, quadratic Lya-
punov functions are special case of Polyquadratic Lyapunov
functions.

IV. SYNCHRONIZATION AND INFORMATION RECOVERING

A. Encryption of type 1

As mentioned before, for practical reasons, it should also
be expected that the synchronization of (3) and (5) might
be achieved in a finite time and regardless of the initial
condition x̂0 of (5). To this end, the following theorem
provides some sufficient conditions.

Theorem 2:Let us consider (3) and (5). Assume that the
following conditions are fulfilled for eachj = 1, . . . ,J:

1) the pair(A j ,Cj ) is similar overZ to a pair(A[
j ,C

[) in
a companion canonical form throughTj ∈ ZN×N with
det Tj = ±1;

2) the matrixTj may be written in the formTj = SjT with
Sj being upper triangular of determinant±1, T being
any square matrix inZN×N with det T = ±1;

3) the matrixM j ∈ ZN×1 is such thatM j = T−1
j M[ with

M[ = (1,0, . . . ,0)′; (14)

4) the matrixL j ∈ ZN×1 is such thatL j = T−1
j L[

j with

L[
j =

(

−αN−1
j . . . −α0

j

)′
. (15)

Then the error (7) fulfillsek = 0 for k≥ N and for any ˆx0 in
(5). Furthermore, ˆuk := yk−Cσ(k)x̂k = uk for k≥ N.

Proof. On one hand, if 1) and 4) are fulfilled, a simple
computation leads to

A j −L jCj = T−1
j (A[

j −L[
jC

[)Tj = T−1
j N Tj (16)

with

N =















0 1 0 · · · 0
0 0 1 · · · 0
...

...
...

. . .
...

0 0 0 · · · 1
0 0 0 · · · 0















·

N is clearly a nilpotent, upper triangular matrix.
Moreover, from 1) and 3),(A j −L jCj)M j = T−1

j N M[
j and

N M[
j = 0. As a result,(A j −L jCj)M j = 0 and (7) does no

longer depend onuk and for anyp≥ 0 and anyj ∈ {1, ...,J},
integrating (7) yieldsej+pJ =

(A j −L jCj) · · · (A1−L1C1){(AJ−LJCJ) · · · (A1−L1C1)}
pe0.
(17)

with, from 1) and 2),A j −L jCj = T−1(S−1
j N Sj)T.

Now, let T denote the set of upper triangular complex ma-
trices. It is well-known thatT is a resoluble Lie algebra (see
[18, p. 201]). As each matrixS−1

j N Sj is upper triangular,
the Lie algebra Lie(S−1

1 N S1,S
−1
2 N S2, ...,S

−1
J N SJ) is a Lie

subalgebra ofT , hence it is resoluble.
The same property holds true for Lie(A1 − L1C1, ...,AJ −
LJCJ)=T−1Lie(S−1

1 N S1,S
−1
2 N S2, ...,S

−1
J N SJ)T. It fol-

lows then from Lemma 1 thatek = 0 for all k≥ N.
On the other hand, according to (3),

yk = Cσ(k)(xk +Mσ(k)uk) = Cσ(k)ek +Cσ(k)x̂k +Cσ(k)Mσ(k)uk

hence

ûk := yk−Cσ(k)x̂k = Cσ(k)ek +uk = uk ∀k≥ N.

Remark 3:The choiceSj = 1N in 2) for all j corresponds
to the case when the matricesTj are identical and equal to
T. For this choice, the result is obvious.

B. Encryption of type 2

For the encryption of type 2, it is recalled that the
restriction Cσ(k) = C is required. Likewise, for practical
reasons, it should also be expected that the synchronization
of (4) and (6) might be achieved in a finite time and
regardless of the initial condition ˆx0 of (6).

To this end, the following theorem provides some
sufficient conditions.

Theorem 3:Let us consider (4) and (6). Assume that the
following conditions are fulfilled for eachj = 1, . . . ,J:

1) the pair(A j ,C) is similar overZ to a pair (A[
j ,C

[) in
a companion canonical form throughTj ∈ Z

N×N with
det Tj = ±1;

2) the matrixTj may be written in the formTj = SjT with
Sj being upper triangular of determinant±1, T being
any square matrix inZN×N with det T = ±1;

3) the matricesQ j ∈ ZN×1 and B j ∈ ZN×1 are such that
Q j = T−1

j Q[ andB j = T−1
j B[ with

Q[ = B[ =
(

1 0 . . . 0
)′

; (18)

4) the matrixL j ∈ ZN×1 is such thatL j = T−1
j L[

j with

L[
j =

(

0 −αN−2
j . . . −α0

j

)′
. (19)

Then the error (8) fulfillsek = 0 for k ≥ N and for any ˆx0

in (6). Furthermore, ˆuk := yk+1−CAσ(k)x̂k−Cbσ(k) = uk for
k≥ N.

Proof. On one hand, sincePj = 1N −Q jC, it follows
that PjB j = B j −Q jCBj and taking into account 1),PjB j =
T−1

j (B[ − Q[C[B[). In view of 3), it is easy to see that



Q[C[B[ = B[ which inducesPjB j = 0. Besides, definingP[

asP[ = 1N −Q[C[, from 4) one has

PjA j −L jC = T−1
j (P[A[

j −L[
jC

[)Tj = T−1
j A Tj (20)

with

A =















0 0 0 · · · 0
0 0 1 · · · 0
...

...
...

. . .
...

0 0 0 · · · 1
0 0 0 · · · 0















·

A is a nilpotent, upper triangular matrix.
Then, (8) does no longer depend onuk and for anyp ≥ 0
and any j ∈ {1, ...,J}, integrating (8) yields

ej+pJ = (PjA j −L jC) · · · (P1A1−L1C)

{(PJAJ −LJC) · · · (P1A1−L1C)}pe0. (21)

with PjA j −L jC = T−1(S−1
j A Sj)T when considering 2).

Let T denote again the set of all the upper triangular com-
plex matrices. As each matrixS−1

j A Sj is upper triangular,
the Lie algebraT ′ := Lie(S−1

1 A S1,S
−1
2 A S2, ...,S

−1
J A SJ)

is a Lie subalgebra ofT , hence it is resoluble. The
same property holds true for Lie(P1A1 − L1C, ...,PJAJ −
LJC) = T−1Lie(S−1

1 A S1,S
−1
2 A S2, ...,S

−1
J A SJ)T. It follows

then from Lemma 1 thatek = 0 for all k ≥ N. On the other
hand, noticing thatCBσ(k) = C[B[ = 1, premultiplying the
dynamics of (4) byC gives:

uk = yk+1−CAσ(k)xk−Cbσ(k) (22)

Hence,

ûk := yk+1−CAσ(k)x̂k−Cbσ(k)

= CAσ(k)ek +yk+1−CAσ(k)xk−Cbσ(k)

= uk ∀k≥ N

Remark 4: If a := C[B[ 6= 1, we obtain instead of (22)

auk = yk+1−CAσkxk−Cbσ(k).

Clearly, the mapu∈ Z/mZ 7→ au∈ Z/mZ is bijective if and
only if (a,m) = 1 (i.e. the integersa and m are relatively
prime). Therefore, the conditionC[B[ = 1 might be relaxed
in (C[B[,m) = 1.

Remark 5:Assume for simplicity thatC[B[ = 1. Then
the conditionB[ = Q[ of 3) is needed for the convergence.
Indeed, the convergence can be guaranteed only if the term
involving uk in (8) vanishes, so that the error equation
becomes independent fromuk. That requiresPjB j = 0 for
each j ( j = 1, . . . ,J), i.e. P[B[ = 0 or equivalentlyB[ =
Q[C[B[ = Q[.

Remark 6:The conditionsB[ =
(

1 0 . . . 0
)′

and L[
j =

(

0 −αN−2
j . . . −α0

j

)′ are needed forPjA j −L jC to be similar
to a nilpotent upper triangular matrix. Indeed, writingQ[ =

B[ =
(

1 bN−2 . . . b0
)′

andL[
j =

(

lN−1
j . . . l0j

)′
yields

P[A[
j −L[

jC
[ =

















−lN−1
j 0 0 · · · 0

bN−2αN−1
j −αN−2

j − lN−2
j −bN−2 1 · · · 0

...
...

...
. . .

...
b1αN−1

j −α1
j − l1j −b1 0 · · · 1

b0αN−1
j −α0

j − l0j −b0 0 · · · 0

















·

(23)
And yet, renderingP[A[

j − L[
jC

[ nilpotent is equivalent
to ensure that χP[A[

j−L[
jC

[(λ ) = λ N. From (23), the

characteristic polynomial being χP[A[
j−L[

jC
[(λ ) =

(λ + lN−1
j )(λ N−1 + bN−2λ N−2 + · · · + b1λ + b0), that

imposes lN−1
j = 0 and bi = 0 for i = 0, . . . ,N − 2 which

gives B[. The roots ofλ N−1 + bN−2λ N−2 + · · ·+ b1λ + b0

correspond to theN − 1 invariant zeros of the system.
P[A[

j −L[
jC

[ turns into an upper triangular matrix if, besides,
l ij = −α i

j for i = 0, . . . ,N−2 which givesL[
j .

Remark 7:The fact thatS−1
j A Sj is an upper triangular

matrix for eachj is a sufficient condition for the Lie subal-
gebraT ′ to be resoluble, which, combined to the nilpotence
property, guarantees a global finite time convergence.

V. NUMERICAL SIMULATIONS

Hereby, a numerical simulation is conducted to illustrate
the message-embedded encryption of type 2 and its cor-
responding decryption mechanism. The design of such an
encryption scheme may obey the following procedure. First,
we choose a switching rule for the systemΣA,b,B,C,σ . For
this example, we define the switching as a periodic function
σ : N → {1,2} (J = 2) for which σ(k) = 1 if k is even and
σ(k) = 2 if k is odd. We set arbitrarilybσ(k) to 0 for all k.
Secondly, we must choose matrices which fulfill the points
1) to 4) of Theorem 3. To this end, we choose two pairs
(A[

j ,C
[) in companion canonical form:

A[
1 =









−1 1 0 0
7 0 1 0
−3 0 0 1
−4 0 0 0









, A[
2 =









1 1 0 0
−2 0 1 0
3 0 0 1
5 0 0 0









and
C[ = (1 0 0 0)

Then, we choose two upper triangular matricesS1, S2 and a
matrix T whose determinants are±1.

S1 =









1 0 0 0
0 −1 3 1
0 0 1 −2
0 0 0 1









, S2 =









1 0 0 0
0 −1 −4 1
0 0 1 2
0 0 0 1









and

T =









1 0 0 0
0 11 1 1
0 1 5 −2
0 1 −2 1











They define two similarity transformationsT1 andT2 fulfill-
ing T1 = S1T andT2 = S2T. Then, the matricesA j ’s ( j = 1,2)
can be computed.

A1 = T−1
1 A[

1T1 =









−1 −7 12 −6
17 1 −9 4
−70 −2 25 −11
−161 −5 59 −26









and

A2 = T−1
2 A[

2T2 =









1 −14 −23 8
21 −10 13 −7
−60 31 −41 22
−136 72 −95 51









and the matrixC=C[T1 =C[T2 = (1 0 0 0). It is recalled that
for the encryption of type 2, the output matrix must be the
same whateverj is. As a result, the pairs(A j ,C) are similar
over Z to the pairs(A[

j ,C
[) in companion canonical form.

Finally, the matricesB j , Q j (hencePj ), andL j are computed
according to the points 3) and 4) of Theorem 3. They read
B1 = B2 = Q1 = Q2 = (1 0 0 0)′, L1 = (0 17 −70 −161)′,
L2 = (0 21 −60 −136)′. The design is now complete and a
numerical simulation for the encryption/decryption setupcan
be conducted. The information to be masked is a sequence
of integers ranging from 0 to 255 and corresponding for
instance to ASCII characters, pixels in a video, samples
of an acoustic signal, . . . . The data are embedded into the
dynamics ofΣA,b,B,C,σ according to (3) through an encryption
function e which consists in a permutation of the digits of
mk (the rule is not detailed here) depending on the current
value of xk. Results are reported on Fig 1. The original
informationmk is depicted on Fig 1A, while the recovered
informationm̂k is depicted on Fig 1B. After a finite transient
time corresponding toN = 4, namely the dimension of the
system, the information is successfully retrieved, which is
consistent with the theoretical results.
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Fig. 1. A : informationmk vs k. B : recovered information ˆmk vs k.

VI. CONCLUDING REMARKS

This paper has been concerned with the synchronization
issue of congruential generators in a cryptographic context.
The interest of the results lies in that they allow to combine
a safe encryption structure, namely the message-embedding,
with the use of a pseudo-random generator having good sta-
tistical properties and without machine dependent behaviors.
From a control theory point of view, the interest lies in that,
by now, few results have been stated for dynamical systems
involving Z-valued matrices. Let us notice that the results
still hold for a modulusm = 2, i.e. for binary sequences.
Assessing the security of such an encryption scheme will
certainly deserve special attention but it is out of the scope
of the present note.
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